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As a company grows over time so does its 
corporate network, evolving into a multi-
location interconnected communications 
and applications platform. However, 
securing the network effectively across the 
full spectrum of users in the organization 
can be challenging unless you have the 
right tools. 
 
Deskbound users, telecommuters and even 
visitors all access the network differently, ranging 
from wired to wireless LAN and VPN. Because 
each access medium has its own unique methods 
of authentication and security implementations, 
they are often managed separately. In addition, 
these security mechanisms often do not tie in with 
the enforcement of network access, such as 
barring user from the network because his device 
fails a security compliance check. 
 
As a result, network security is often fragmented, 
making the network vulnerable to the increasing 
number of security threats. Corporations thus 
require a security solution that is able to integrate 
network security, threat management and access 
control across all access mediums. 
 
ANTlabs Access Management Platform is a total 
enterprise solution for securing and managing 
corporate networks effectively. It does this by 
providing the ability to enforce comprehensive 
access control policies across all network access 
mediums and integrate with end-point security 
elements like patch management, anti-virus 
updates and network quarantine. 
 
With application authentication, network access 
and end-point security brought together coherently, 
ANTlabs’ AMP solution truly delivers a 
comprehensive integrated network access and 
security solution. And because it is able to do this 
with minimal changes to the existing network 

infrastructure, the enterprise retains its existing 
network architecture making the AMP a cost 
effective and scalable solution. 
 
+  Network Security 

The AMP delivers network security to the 
enterprise by enforcing access control based 
on authentication methods which may already 
exist within the enterprise network such as 
Radius, IEEE802.1x and AD login. This allows 
the administrator to leverage on the existing 
authentication methods to expand the scope of 
network security to include access control for 
the entire enterprise network. 

 
+  End-point Security 

The key element in effective enterprise 
network security is end-point security. The 
majority of malicious attacks exploit the 
vulnerabilities in system software and it is 
therefore crucial for end-points to remain up to 
date on the latest patches and anti-virus 
updates. 

 
With AMP’s enforcement capabilities, 
administrators can now place all connecting 
network users into a quarantine zone for 
compliance checks against corporate security 
policies such as the latest system and security 
patches and virus definition updates using 
existing or new security mechanisms. Non-
compliant users remain in quarantine and are 
redirected to obtain the necessary updates, 
thus protecting all other users on the network. 

 
+ Integrated Centralized Access Control 

Security mechanisms such as device 
identification (e.g. AD computer login), 
application authentication (e.g. Radius login) 
and end-point compliance (e.g. software patch 
level, antivirus update) often exist as individual 
elements within the enterprise network serving 
a particular function such as securing a 



 

  
 
 
 
 

For more information on ANTlabs’ product family, 
please visit: www.antlabs.com  
Copyright © 2006 Advanced Network Technology Laboratories Pte Ltd. All rights reserved. 

 

particular resource on the network. This leads 
to a patchy security implementation which 
leaves other areas potentially vulnerable. 

 
By providing the ability to combine the various 
security mechanisms and centralizing the 
management of the access control policies, 
the AMP helps the enterprise enhance the 
effectiveness of all the security mechanisms 
collectively, delivering a more comprehensive 
and global security solution. 

 

+  Unified Enforcement 
Finally, the AMP allows these policies to be 
applied to all types of access mediums within 
the corporate network whether users are 
connected via the LAN, WLAN or VPN. This 
enables the enterprise to define and enforce a 
coherent and unified set of access control 
policies, eliminating redundancies or 
discrepancies across different mediums and 
bringing consistency to the network security 
management function throughout the 
enterprise.

 

 
 


