ANTlabs ENTERPRISE
END-POINT SECURITY SOLUTION

Featured Case Scenario:

The National University of Singapore (NUS)

ANTlabs provides an end-point secured
visitor-based network for NUS’ world leading
campus using its Access Management
Platform (AMP) solution. The AMP solution
was selected for its unified network
management capabilities, total end-point
security features and cost saving vendor
neutral architecture.

The NUS campus network inter-connects more than 100
departments in 90 buildings and covers a campus area of
150 hectares. The massive network consists of more than
40,000 10/100Mbps network outlets and over 1,200 Wi-Fi
access points providing network access for thousands of
staff, students and visitors concurrently.

This heterogeneous mix of wired, wireless and remote

access media and highly mobile user population requires a

centralized management solution with powerful network
security functions to mitigate the risks in such an open and
shared network.

This case scenario takes a look at how the ANTlabs AMP is
the ideal solution to address current and future requirements

in the NUS deployment.

Unified and Centralized Management

The AMP provides NUS administrators with a central
management console for defining the network access
policies for the entire campus network. Access to the
network is granted based on a unified and flexible
combination of user group identity, access medium and
compliance to security policies.

The AMP’s ability to unify and centralize all network
access (wired, wireless and remote) and security
policies eliminates redundancies and discrepancies
from the populous and disperse campus network.

Location and User-Based Firewall Access
Control

ANTlabs provides NUS with a location-based firewall feature

to restrict access depending on the location of the user on
the network. This allows NUS to partition the network into

zones so that users connecting from different zones will have

a different set of firewall rules and access control policies
applied to them.

In addition, firewall access rules can also be applied to

different user groups. This gives NUS the flexibility to control

the network access according to the diverse requirements of
each individual department, yet maintaining central control
over the policies of the entire network.

Visitor-Based Network and User Account
Provisioning

Apart from staff and student access, NUS also leveraged on
the AMP’s seamless VPN support to create a visitor-based
network for guest login. The solution includes a web-based
account management portal for NUS staff and administrators
to create visitor accounts.

Visitors and guests such as researchers from other institutes
can just plug into the network and connect via VPN back to
their respective campus networks without requiring complex
client configuration support.

In addition, using the AMP’s web-walled garden feature,
access to selected NUS resources such as the Integrated
Virtual Learning Environment, can be made available to the
visitor network without the need for login.

Threat Mitigation and End-Point Security

Network security is
important in a campus
environment because the
large user population is
mobile and anyone can
become involuntary hosts
to malicious code.

The AMP achieves total
network security through
threat mitigation and end-
point security measures.
Threat mitigation
measures such as URL
filtering, firewall rules, anti-
spam and anti-DOS
features help to mitigate
the impact of an attack on
the rest of the network.

But even before the threat mitigation measures come into
effect, each connecting device must achieve end-point
security compliance in a three step process:

1) End-point Identification - Attributes about the end-
point such as the user’s identity, device’s identity and
inventory of installed applications is used to identify and
authenticate the end-point.



2) End-point Policy — The policy server will issue the user,
device and software policies to be applied to the user
based on his identity. The user will need to be compliant
with these policies before being granted access to the
network.

3) End-point Control — The network access controllers will
enforce network access based on the end-point policies.
Enforcement will ensure that only users with the
appropriate access rights can access the network.

In addition, users can be put into quarantine for device
remediation which ensures that the device has the latest
system updates and application patches before
accessing the network.

Integrating Third-Party Anti-Virus Solutions

The vendor neutral architecture of the AMP allows NUS to
integrate existing third party security solutions such as anti-
virus components into the security portfolio managed by the
AMP through an applications programming interface (API).

NUS thus retains its existing investments and is also not tied
to any particular vendor should it decide to obtain a different
solution in future.

Single Sign-On Integration

The AMP solution also integrates seamlessly with the
existing Active Directory (AD) mechanism to provide single
sign-on to all authorized resources on the network
irregardless of the access media (wired or wireless). The
AMP solution even supports the coexistence of IEEE 802.1x
and UAM (Universal Access Method).

Single sign-on enhances the user experience by simplifying
the steps required to gain access to the network resources
and reduces the technical support requirements.

Scalability and Reliability Ensured

The AMP’s ability to integrate with much of the existing NUS
infrastructure not only protects their initial investment, but it
also ensures that the campus network remains scalable into
the future. In this manner, the campus network can grow
organically according to the varsity policies and intake over
time.

And to ensure that the campus network runs reliably 24x7,
the AMP’s high availability feature provides dual-unit failover
in the event of a systems failure.

Reduced Total Cost of Ownership (TCO)

With the ANTlabs’ AMP solution, NUS is able to consolidate
the network policies into a coherent and unified portfolio
which is centrally managed while leveraging on the existing
infrastructure.

ANTlabs will provide NUS with the ability to enforce these
policies irregardless of the access media and introduce total
network security features to protect both staff and students in
the populous shared network.

In this manner, NUS will enjoy greater economies of scale
and reduced technical support requirements thus reducing
the total cost of ownership of the campus network.

For more information on ANTlabs’ product family,

please visit www.antlabs.com
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